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Staff, Governor and Visitor  
Acceptable Use Agreement / Code of Conduct 

 
ICT (including data) and the related technologies such as email, the internet and mobile 
devices are an expected part of our daily working life in school.  This code is designed to 
ensure that all staff are aware of their professional responsibilities when using any form of 
ICT.  All staff are expected to sign this code and adhere at all times to its contents.  Any 
concerns or clarification should be discussed with a member of the IT Department. 

 I will only use the school’s email / Internet / Intranet / Learning Platform and any related 
technologies for professional purposes or for uses deemed acceptable by the Head or Governing 
Body. 

 I will comply with the ICT system security and not disclose any passwords provided to me by the 
school or other related authorities. 

 I will ensure that all electronic communications with pupils and staff are compatible with my 
professional role. 

 I will not give out my own personal details, such as mobile phone number, personal email 
address, personal Twitter account, or any other social media link, to pupils.  

 I will use my personal mobile/ipad/tablet only for approved educational activities during lesson 
times and/or the working school day: use during non-contact times or rest breaks is permitted. 

 I will only use the approved, secure email system(s) for any school business. 
 I will ensure that personal data (such as data held on MIS software) is kept secure and is used 

appropriately, whether in school, taken off the school premises or accessed remotely.  Personal 
data can only be taken out of school or accessed remotely when authorised by the Head or 
Governing Body. Personal or sensitive data taken off site must be encrypted, e.g. on a password 
secured laptop or memory stick 

 I will not install any hardware or software without permission of the IT Department. 
 I will not browse, download, upload or distribute any material that could be considered offensive, 

illegal or discriminatory. 
 Images of pupils and/ or staff will only be taken, stored and used for professional purposes in line 

with school policy and with written consent of the parent, carer or staff member. 
 Images will not be distributed outside the school network without the permission of the parent/ 

carer, member of staff or Head. 
 I will support the school approach to online safety and not upload or add any images, video, sounds 

or text linked to or associated with the school or its community. 
 I understand that all my use of the Internet and other related technologies can be monitored and 

logged and can be made available, on request, to my Line Manager or Head. 
 I will respect copyright and intellectual property rights. 
 I will ensure that my online activity, both in school and outside school, will not bring the school, 

my professional reputation, or that of others, into disrepute. 
 I will support and promote the school’s policies and help pupils to be safe and responsible in their 

use of ICT and related technologies. 
 The school reserves the right to monitor personal use and to intervene where this is excessive, 

interfering with the effective performance of your duties, or deemed unprofessional. 
 I understand this forms part of the terms and conditions set out in my contract of employment.  

  
User Signature 
 
I agree to follow this code of conduct and to support the safe and secure use of ICT throughout the 
school 
 
Signature …….………………….………… Date …………………… 

Full Name …………………………………......................................... (printed) 

Job title …………………………………………………………………… 



 

 

Additional Notes 

Monitoring of ICT access and usage 

ICT authorised staff may monitor, intercept, access, inspect, record and disclose 
telephone calls, emails, instant messaging, internet/intranet use and any other 
electronic communications (data, voice, video or image) involving its employees or 
contractors, without consent, to the extent permitted by law.  This may be to confirm 
or obtain school business related information; to confirm or investigate compliance 
with school policies, standards and procedures; to ensure the effective operation of 
school ICT; for quality control or training purposes; to comply with a Subject Access 
Request under the Data Protection Act 1998, or to prevent or detect crime.  

Breaches 

A breach or suspected breach of policy by a school employee, contractor or pupil may 
result in the temporary or permanent withdrawal of school ICT hardware, software or 
services from the offending individual.  

For staff any policy breach is grounds for disciplinary action in accordance with the 
school Disciplinary Procedure or, for Support Staff, in their Probationary Period as 
stated. 

Policy breaches may also lead to criminal or civil proceedings.  

The Information Commissioner’s powers to issue monetary penalties came into force 

on 6 April 2010, allowing the Information Commissioner's office to serve notices 

requiring organisations to pay up to £500,000 for serious breaches of the Data 

Protection Act. 

The data protection powers of the Information Commissioner's Office are to: 

 

 Conduct assessments to check organisations are complying with the 

Act;  

 Serve information notices requiring organisations to provide the 

Information Commissioner's Office with specified information within a 

certain time period;  

 Serve enforcement notices and 'stop now' orders where there has been 

a breach of the Act, requiring organisations to take (or refrain from 

taking) specified steps in order to ensure they comply with the law;  

 Prosecute those who commit criminal offences under the Act;  

 Conduct audits to assess whether organisations’ processing of 

personal data follows good practice, 

 Report to Parliament on data protection issues of concern 

 

Any security breaches or attempts, loss of equipment and any unauthorised use or 

suspected misuse of ICT must be immediately reported to the school’s relevant 

responsible person. Additionally, all security breaches, lost/stolen equipment or data 

(including remote access SecureID tokens and PINs), virus notifications, unsolicited 

emails, misuse or unauthorised use of ICT and all other policy non-compliance must 

be reported to the relevant responsible person. 

 

 


